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PREFACE

This compendium of related command, control and communications
(C3) assessments has been developed to assist the DNA TNF S2 C3 Program
Manager in the formulation of policy choices for higher level decision.
Each program, assessment and related document identified in the compendium
has been analyzed and correlated with the tentatively identified specific
C3 issues wherever possible. The results of the analysis and correlation
effort have been structured in a format designed to optimize the utility of
the data.

Three attributes of each assessment/document have been high-
Tighted:

(1) Date of publication of effort (where appropriate). This provides
a sense of the technological framework within which each assess-
ment/document was completed.

(2) Numerical indication of impact. This empirically-derived judge-
ment provides a measure of the significance of each assessment/
document to the TNF SZ C3 Program. The judgement has been based
on extensive work in the TNFf C3 area and comparisons of the
compendium programs/assessments/documents with each other and
with the objectives of the TNF S2 C3 Program.

(3) Applicability to the seven tentatively identified specitic TNF c3
issues. These issues include: U.S. Custodial Commuications,
Interoperable US/NATO Secure Voice, Jam Resistant Communica-
tions, OPSEC, Physical Survivability and Security, Satellite
Communications, and Restoral/Reconstitution. '
Certain assessments or related documents because of their scope

and/or objectives have been listed as "Requirements Studies" or “Biblio-

graphies”.

The information on each compendium entry will provide the Program
Manager with the means to consider both whether and how best to consider
the results of a particular assessment or related document in formulating
the desired policy choices. The envisioned structure for such formulation




deliberately focuses upon the Program Manager as the key agent in the
process because of the perceived need for a single authority having a
comprehensive knowledge of C3 requirements and the issues arising from
them.

There are a significant number of currently on-going or projected
study efforts or programs the results of which may impact on the objectives
and direction of the TNF 52 C3 Program. These efforts include some of the
more ccmprahensive approaches such as the ACE Requirements Study, the NICS
IT Architecture work, and the activities of the USEUCOM Nuclear Communi-
cations Task Force. In addition, a number of potentially relevant more
specific tactical C3 improvement/upgrade programs are in various stages of
development or implementation. These include:

(1) Joint Tactical Communications Program (TRI-TAC)
(2) Joint Multichannel Trunking and Switching System (JMTSS)
(3) Jam Resistant Secure Communications (JRSC)
(4) Position Location Reporting System (PLRS)
(5) U.S. Army Theater Nuclear Force Survivability (TNF S)
(6) Integrated Tactical Communications System (INTACS)
(7) Joint Tactical Information Distribution System (JTIDS)
(8) SELREL Improvement Program (SELRIP)
(9) Deployable WWMCCS C3 Capability (DWC*)

(10) U.S. Army Theater Communications System (TCS)

(11) Communications Support Requirements - Echelons Above Corps

(COMSREAC-85)

In most cases, it is too early to positively identify or predict
the impact of the various on-going programs on the TNF S2 C3 Program. How-
ever, all of the above programs merit continuing close monitoring by the
TNF 52 C3 Program Manager to identify possible correlation of their efforts
and results with the TNF 52 C3 Program. In those cases where a direct
applicability to TNF Sz C3
mation on the relevant program has been included in the compendium. Simi-

Program objectives has been identified, infor-

larly, where reports or other documents have been produced under such

programs (and it has been determined that these reports/documents have




potential applicability to the TNF 52 C3 Program) the specific reports/
documents have been included in the TNF S2 C3 compendium.

As additional program results become available and applicability \
to the TNF S2 C3 Program becomes hetter defined, each of the on-gJoing
programs should be reexamined to determine:

(1) How their results can be most effectively integrated into the TNF
sZ ¢3 Program effort; and
(2) what, if any, steps might be taken to avoid duplication of effort

and better integrate the separate program activities with the TNF
s2 ¢3 Program.
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SECTION 1
INTRODUCTION AND ORGANIZATION
1.1 PURPOSE AND SCOPE
The DOD TNF §2
Agency to enhance theater nuclear force effectiveness through improved

Program has been undertaken by the Defense Nuclear

survivability and security. The command, control and communications (C3)
1ssues of TNF 52 focus on a variety of operational entities, command and
support functions, political and military requirements, and supporting
communications systems. The specific supporting roles and the communi-
cations requirements vary with the operational circumstances and the
perceived threat.

The objective of the TNF S C3 Program is to enhance TNF
effectiveness through near term and long term improvements in the surviv-
ability and security of those US national, non-US national, and NATO

2

command, control and communications systems and procedures which support
the theater nuclear force. Specifically, the program provides for an
in-depth examination of the survivability and security aspects of those C3
systems and procedures associated with the deployment, maintenance and
employment of theater nuclear forces. The basic concept and overall
approach of the TNF S2

issues and the testing of potential technological and procedural

C3 Program provides for early identification of

improvements.
This particular report has as its purpose the identification and
analysis of relevant C3 programs and assessments conducted outside the TNF
52 C3 Program in order to determine their applicability to TNF S2 C3 Program
objectives. The study is comprised of two parts:
{1) Identification of TNF C3 ﬁrograms and assessments, and
(2) Aga]ysis and correlation of the identified assessments to the TNF
S

Each report or document which has been identified has been evaluated in

C3 Program.

terms of:
(1) How it may impact on the TNF §
(2) The significance of its contents with respect to TNF S
objectives and issues; and

2 C3 Program;

2 C3 Program
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(3) How relevant results of past, ongoing, or future assessments may
be integrated into the TNF SZ C3 Program.
This volume contains the results of the evaluation process described above.
The compendium listing the relevant C3 program/assessments and related
documents is published separately as an Appendix to this report to facili-
tate its intergration with the existing TNF 52 Compendium.
1.2 ORGANIZATION OF THE COMPENDIUM
Each assessment and document which has been identified and
included in this compendium has been described in terms of: 1its bibliogra-
phical information, a TNF 52 Related Compendium code letter and C3 code
number, and an abstract of the document.
1.2.1 Bibliographical Information
Each entry in this compendium should contain the foliowing
bibliographical information:
(1) Title of Document,
(2) Contractor/Agency Author and Location,
(3) Technical Report Number (or Access/Log Number),
(4) Contracting Agency and Location,
(5} ContractL Number,
(6) Date of Document,
(7) Classification of Document,
(8) AD Number (if DDC document) and
(9) Distribution (Limited, etc.)
In some cases an entry may not contain all of the aforementioned bibliogra-
phical data because complete information was not available or because the
project is ongoing. These entries were retained in the survey to keep the
compendium as comprehensive as poséib]e. The missing data will be compiled
as it becomes available and will be included in future revisions of this
document. Figure 1 depicts a sample worksheet format that can be repro-
duced for the purpose of submitting additions to the TNF 52 Related Com-
pendium.




Title of Document:

Contractor/Agency Author and Location:

Technical Report No. (or Access/Log No.):

Contracting Agency and Location:

Contract No.:

Date of Document:

Classification of Document:

AD No. (If DDC Document):

Distribution:

CODE:

% SUMMARY :

! 1120/70W

% Figure 1. TNF S

2

related compendium format.




1.2.2  INF §2

The TNF S2 Related Compendium Code Letter indicates the various
TNF S2 C3 Program areas a particular source addresses. The TNF 52 Related

Related Compendium Code Letter

Compendium categorizes data sources according to their relationship(s) to
the following areas of overall program concern:

(1) Threat, CODE LETTER: A
@ ¢, B
(3) Security, C
(4) Survivability, )
(5) Theater Nuclear Force, £
(6) Simulations and Models, F
(7) Testing, and G
(8) Miscellaneous. H
1.2.3  TNF 52 ¢ Code Number
A1l of the programs and documents included in the TNF 52 C3 Pro-
gram compendium (Appendix B) have been identified with a TNF 52 Related

Compendium Code Letter "“B" indicating a relationship to the general C3
area. Where appropriate, additional general TNF 52 areas have also been
identified.

To further assist the reviewer in identifying the information
available in a particular report or document source, each entry in Appendix
B has been assigned a C3 code number in addition to the code letter "B".
The C3 code number indicates a relationship within the general C3 area to

one or more of the following more specific areas of TNF 52 C3 Program
concern:

(1) Threat to ¢* CODE NUMBER: 1

(2) Security of C° facilities’ 2

(3) Survivability of C3 facilities 3

(8) C3 Requirements 4

(5) C3 Modeling and Simulation 5

(6) C3 Testing 6

Therefore, a B.5 code entry in Appendix B, for example, would
indicate that the entry relates to the general ¢ area and in particular to

10

[P o
™
.




the modeling and simulation of C3 systems or networks. Similarly, a B.3.4
entry would indicate a particular relationship to survivability issues for

C3 facilities as well as C3 requirements.

2 .3

The scope of the related area indicated by each of the TNF $° C
code numbers is as follows:

(1) Threat to C3. (Code number 1) This area encompasses considera-
tion of the complete spectrum of threats to C3 systems and pro-
cedures inciuding sabotage, terrorist actions, electronic warfare
(including direction finding and jamming), COMSEC and OPSEC
procedures, conventional attack and nuclear weapons effects.

(2) Security of C3 facilities. (Code number 2) This area inciudes
consideration of wvulnerabilities and corrective actions which
would impact on the security of C3 facilities and which could
have an impact on the overall effectiveness of the theater
nuclear force. It includes considerations of protective measures
to enhance security (such as provision of improved alarm systems
or reinforced guard forces).

(3) Survivability of C3 facilities. (Code number 3) This area
includes consideration of vulnerabilities and corrective actions
which would impact on the survivabi'ity of C3 facilities and
which could have an impact on the overall effectiveness of the
theater nuclear force. It includes consideration of such mea-
sures as increased hardening and the use of multiple paths and
interlocking networks.

4
tion of C3 facilities, systems and procedures required to support

Reguirements. (Code number 4) This area includes considera-

the four primary functions of the TNF: Deployment; Employment;
Storage, Maintenance and Security; and Readiness and Reliability.
It includes establishment and analysis of information need lines
and communications connectivity requirements.

) c3
consideration of modeling and simulation activities conducted to

Modeling and Simulation. (Code number 5) This area includes

assess the capabilities and limitations of the C3 systems, net-
works, and procedures which support the TNF. It includes digital

N




and hybrid simulations designed to represent C3 equipment or
systems under realistic conditions.
(6) C3 Testing. (Code number 6) This area includes consideration of
the results of C3 test programs which could have an impact on the
objectives of the TNF 52 C3 Program. It includes both direct and
indirect test results.
1.2.4 Document Abstract

The third part of each entry consists of an abstract of the
document which indicates the scope and type of information contained within
the data source and, where appropriate, a summary of key results.
1.3 ORGANIZATION OF THE INDEX

Two indices are provided for the user's convenience. The first
index is an alphabetical arrangement of the program/document titles with
appropriate code entries and page numbers. The second index is a chrono-
logical arrangement of the program/document tities with the most recent (or
on-going or projected) program/documents being listed first. Again, the
appropriate code entries and page numbers are provided. These indices are
located in Appendix A and B, respectively, in Volume II.




SECTION 2
THE RELATIONSHIP OF THE COMPENDIUM TO THE
™ 2 ¢3 proGRaM

2.1 INDIVIDUAL PROGRAM/DOCUMENT RELATIONSHIPS

Table 1 depicts graphically the relationship and relevance of
each document included in the compendium to the TNFS2 C3 Program. The
potential impact and significance of the results of a specific assessment
or related document are represented by a numerical value on a scale of 1 to
10 in the "Impact/Significance" column. The larger the number, the greater
the relevance to the TNFS2 C3 Program. The impact/significance number also
reflects the age of the information. For example, a designation of five
indicates an assessment or related document containing old but still useful
data. Numbers above this level reflect increasing utility both in terms of
how recently the assessment was completed (if not currently on-going or
planned) and in the degree of detail and scope of the pertinent infor-
mation. Numbers between 1 and 4 generally indicate older assessments which
contain data which may be useful primarily in the development of a current
paseline including capabilities and deficiences.
2.2 GENERAL RELATIONSHIPS AMONG PROGRAMS/DOCUMENTS

The entries in the "Specific Issues" columns in the table are
related to the previous technical report in this series. The "Specific
Issues" entry indicates relevance to the specific C3 issues which have been
tentatively identified. The "Index" column refers the reader to the appro-
priate page of the compendium. The indication that a particular document
2 C3 issues does not indicate that
either the scope or detail of thé relevant discussion in that document

addresses one or more specific TNF S

meets some predetermined standard. Consequently, there may be marked
differences among a group of documents in the amount of information each
contains on a given issue which the table indicates each document addresses

in common with several others in that group.




Table 1. Relationship of individual programs/documents to
TNF 52¢3 issues.
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Table 1. Relationship of individual programs/documents to
TNF 52¢3 issues. (Continued)
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Table 1. Relationship of individual programs/documents to
TNF 523 issues. (Continued) {

SPECIFIC ISSUES
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Table 1. Relationship of individual programs/documents to
TNF $2¢3 jssues. (Continued)
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Table 1. Relationship of individual programs/documents to
TNF 523 issues. (Continued)
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Table 1. Relationship of individual programs/documents to
TNF $2¢3 issues. (Continued)

SPECIFIC ISSUES

PROGRAM / DOCUMENT TITLE
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SHMAPE TECHMICAL CENTER

JRSC EXECUTING COMMANDERS TERMINAL SYSTEM/ 8-2.108 (REQUIREMENTS STUDY)
SUBSYSTEM ANALYSIS
AIR FORCE TACTICAL FORCES 1985 STUDY, VOLUME iX, 8-2.107 2 {REQUIREMENTS STUOY)

COMMAND, CONTROL AND COMMUNICATIONS MISSION
AEOUIREMENTS (ANNEXES)

REPORT TO NATO €7 INITIATIVES TASK FORCE ON ¢3 NUCLEAR B2.189 (] .
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THEATER NUCLEAR PROGRAMS SYNTHESIS, VOLUME 1, B-2.129 ? (REQUIREMENTS STUOY)
SYTHESIS REPORT

THEATER NUCLEAA PROGRAMS SYNTHESIS, VOLUME 11, 8-2.131 ’ (REQUIREMENTS STUDY)
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2.3 DISTRIBUTION OF PREVIQUS EFFORT

Figure 2 depicts graphically the number of compendium entries
which contain information pertinent to each of the tentatively identified
TNF 52 C3 specific issues. A separate bar portraying the number of more
comprehensive assessments of the TNF S2 C3--those jdentified as Require-
ments Studies in the Compendium~is also shown for purposes of comparison.
This infermation indicates the relative weight of effort previously
allocated to the study and evaluation of questions which are directly
reiated to the specific C3 issues. Figure 2 also indicates which specific
issues are candidates for further work and which are less candidates for
further study and evaluation than for integration with other work done
previously. For example, only three programs/documents in the compendium
directly address the specific issue of Interoperable US-NATQ Secure Voice.
On the other hand, 46 programs/documents deal with the specific issue of
Physical Survivability and Security. This suggests that specific Inter-
operability issues may be candidates for further assessment before recom-
mendations on possible new programs, if needed, can be formulated. By
comparison, all that may need to be done in the area of the Physicai Sur-
vivability and Security issue is to evaluate and coordinate previous pro-
grams to ensure that they have been assigned proper priority and adequate
funding. While the potential utility to the TNF S2 C3 Program Manager of
such comparisons is obvious, he will have to examine each candidate for
further assessment carefully on its own merits since those assessments that
have been conducted in a relatively little studied issue area may well be
so recent, comprehensive in treatment, or of such excellence as to preclude
the need for additional work. It must also be remembered, as indicated
previously, that the amount of information contained in different com-
pendium entries which deal with a particular specific issue may vary

markedly.
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